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27th IEEEfNASA Soffypare Bhpjneerlng Workshop, Der 44,2002 (submitted) I 

Better Analysis of Defect Data at NASA 

1 htrodnrtion 

a 

This p t c  illustrace9 thc goal of defcct analysis at NASA, 
B a d  on past rXperience. missions shonld be run in a bet& 
way that avoids the mistakes of the pa while continually 

Much recen~ pmgress has been madc towards this goal. Lnlz 
and Mikdski (hereafter, the LM team) m t l y  completed 
m extensive study of 191 ISA (IncidentJSnrpriselAnoclAnomaly) 
reports on deep spew NASA missions I2.31. The challwgc 

$5 vi& analyzing those reports was  dun they werc hard to ana- 
lyze since they w m  expressed in loosely-aructurcd free tm 
Hence, the LM team applied lBM'n ortho"rf d$et cfar- 
s@cation ( O X  [ 1 I) -que to thc tact of those m e w s .  
ODC is a stmaturing tool fbr &fed reports. The ODC tams 

20 used in this study are shown in Figwe 1 I 

- New &fists are tagged with the ssfivipin-progress and 

- When defats am fixed, analysh record &e rmsgr of the 

10 ilnpraving fuhln practice. 

mggenkg event that revealed the problem; 

fir and rhc defect we. 

as This simple tategorizatlon Sthe& injected enough strue 
llpe &to the anomaly rcportb to permft some data mining. The 
LM main foundh G~US~SS of uaivi)r'cr-higgars-zmgets-@pe$ 
thy r d l z ~ c  rcpcaed paElnns in ddcct incidents at NASA. 

Thcsc clusters where then explored in dekd. The LM 
X- team tried to explain why each cluster exisid These -la- 

nations were then ossessed with the assistance of JPL mi- 
$ion experts. As E result of thcrc TcvieWs, one of  the wcpla- 
nations w usafinncd, cwct were rej- md the "iuhg 
rhree were modified These codmeid and d e d  explana- 

Actiuitics 

Aacignmant f In#ticli:ntion 
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Titnrne 

Pwndion/Algdrilhm 

I N nns/Unknaw,n {Unknown NOchi*gFixed 

tions were then used to thrive recommendatione for changcs 
to NASA% opcmtiond guidelines for deep space missions. 

This qcriment was successful enough to produce rhc 
f O U O d n g  results: 
1. Tho LM kam now works virh a spacecraft project cur- 

rently in the testing phwe to apply ODC. 
2. TheJPLprohlcm-reporringtccrm is discwsing support for 
O X  clas.5ificaricm in lhtit pat-gcncradon toolscr 
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fig. 2 ODC trigger and types seen in JPL rpplidons. 

3. The N&Y&f@cct Rclcldng feum at NASA% Independent modified b an ODC fianiervorlr, no post-processing will be 
Viaificetion and Widation Mlity is sonfigaring a corn- si required to catsgoriZe the defect rcporb. 
" S a l  defect tracing tool IO support ODC. Their plan is Ch-tering i s  a process of l o o h g  for p a m s  of ODC 
to purchase many licenses and giv. these away to projects, clasikations that 0th occur tapcrher. I" LM ream uscd 
in return for heir defect data. thc stprrdnrd spreadsheet pmg" to find high hquency pa- 

4s 

Conscqucntly. in the near futurr, we can expcct a very l a c  
humber of ODC daasctg from a wide range ofNASA projects. 
Hence, rwo questions MV become relevant: 
1. Can current ODC analysis methods scale up tn handle a 

2. If not, how can we oprimize the ODC analysis? 
very l q c  number of datasets? 

In summary, our argwnent will be that automatic muchine 
a ieuming methods can simple paxt of the ODC snalysis. Ex- 

periments with rhis approach have shown that human =per- 
tisc o m  out-perfonn automatic machine l e a .  Howeve, 
in two cases, the combbation of ODC plus machine k n i n g ~ -  
has significant productiviy dvanfzge6. Those casat *e: 
- When the data set is too large or too complex for humans 

- When the rcquired domain expenisc is m short supply 

60 

to e x p k  manually, 

2 Manual ODC AnaJysis fm 

This section d e w s  the strmgdL0 and weaknesses of cllrreat 
96 ODC analysis. R e d  duu that pmcrs mists  of fin mps: 

1. Initial categorization: When anomalies arc detected, ac- 

2. Find cutqprlatiofir Whm anomalies an resolved, tar- 

3. Clustm'ng: Oncc the anomalies am chsified, 

4. E x ~ ~ u ~ ~ o K :  Oncc they chrstER are identi6cd, rhey 

tivitics and Uiggers m recorded. l l D  

gets and typcs arc recorded 

thc are clustered 

nviwed Revim comprised hffi steps: explanation gen- 
d o n ,  explanation rzyiw, wplanacion modification. Dm- 
ins d h ,  q h a t i ~ n ~  cim be &&d 

m 

7s 

5. Action plan; Once the set of explanations are stable, they 
can be used to motivated changes to current practices. 

In the mihl  study of the LM team, the inilia1 and-l 
cutegmhtlon was a manual process of loosely-structured 

u English dcfect reports. This process is time-consuming and 
vrill be avoidable once tht JPL pblcm-reporting tbal and 
&e IV&V d e h e  tcacking tool are modifid to inrludc the 
ODC, eaiegon'es. That is, once the data entry method ha3 b-m 

,DI 

terns. For ex&plc Figure 2 shew one gmciated spreadsheet 

1, DistriMnwilhin ckssifiations is uneven. Re- shodd 
focus on chc small numbor of high-frequency problems. 

2. The large number of anomalies seen during sending oom- 
mads  and nCeihg data f" spacam& (see the h g e  
numb- in the dam accesddelivwy column). 

3. The large number of onomdicr h the infomuhion Deut& 
opmerr and gmwd sowate development cells. When the 
LM team checlccd tbese pattms, hey discovered that the 
receipt of information from thc spacecraft by the ground 
systems was subject to mmy technical complications. 

While a simplc qnadshtd analysis is adquate for thc 
LM team, other srudies might qdre mom elaborate tools- 
For example. thc LM teDm only used k of the eight &- 
mcnsims o f  the sbudard O X  scheme (thc four shown m 
Figarc 1 plus "impact", which is implicit in rhc selection by 
the LM team of only highcrithhty 8lomdies). Thc other 
throa dhensions wue not UsEd due tm damain-specitic m- 
sans, c.g. they were invariant in that projects- These domain- 
specjfic masons fqr resttkfhg the diuwnsionality may not ap- 
ply fo other domains. For example: 
- The lV&V dcfea k c k i n g  (em is plming to collcct 

ODC-Lype data on defects sccn in NASA apglicodons as 
well as a range of static code mchics such as parameters 
ducribing the. data flow and control fbv st" of a 
P"gwn. 

- In all, it is anticipated that these dam sets will conwin not 
just tht four dhncnsioas s t u d i d  by the LM tm ,  but up 
to 40 dimmdons. 

- 11 is unlikely, to say rhc lest& that simple spreadsheel 
"ds will s a  lor studying sueh a complex space. 

ThTCC f m S  Of hl@mSt 8Tt: 

Oncc rhe clusrers arc generatcd, they must bc audited T ~ G  
LM team audited the clustas by uying to generate q f e m -  
lions for each o m  This is an inherently manual process since. 
it rcquues a detailed discussion with busincss users about thr: 
siguifiance of ea& cluster- 
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Similarly, g " t i n g  t h ~  action pian is also ari i .dmedy 
m d  process. Actiaa plana rCacct changa to current 
ticee and if such changee an not endorsed by prkitioners, 

may be ignored Hen~e. it is viul to cartfully discuss 
the c.+utations with tbc user community m order to dc&r-l- 
DlinG themost c h l y  motivated actians. 
"y, of tb0 five steps in LM-style OW, the last 

wo &odd not be aukmated finthcr and a-dc slrppart 
tools are being a h d y  ooded for the fkst two steps. The re- 
maining step of cluszcring is a clearly a d d a t ~  far automa- 
tiion since, m the case of &tiuets with lazge dimensionality." 
automatic support 411 be cs~ential tD scaling up the tech- 
nique. 
3 Automatic C l ~ ~ g  dr Maehinr Learning 

Many orthe numhou~ clushinp algorithols -1y avail-" 
able make some assumpdon of the parsmeters b d g  CITE- 
tered. For a m p l e ,  a common asrmmpnon is that rhc penm- 
etem copyc hrrma simple Linear continuous fuaction.While 
this a s s ~ ~ ~ ~ ~ t i o n  SimplideS method9 such as (ag.) regrnsi~~~, 
tbey may not be a p p p r i a l ~  for discme data. Discteb dah'" 
sets C E ~  contain "holes" W ~ W C  the met h d b n  chvlges 
radically. ltvo alternatives b~ continuous clustering methods 
axe- ' nnrleZEIYningttratseekspattrmsof~bules[6] 
and mtment  &arm thar find contr~l actions that sekt  for 
p- - f43. 
3.1 Bzperiments with Association Rule Learnsrs 

Assodation rule learners make no assumption of linearity and 
so c ~ l l  succeed when (e.g.) rclpession fails. Jn &e association 
LHS 
thc 8- ; Le. LKS n RHS E 0. The rule LHS - 
RBSholdsmthcwrPmplasctvithoonl5den~cif~of 

ICE k t  COnMin LHS alsb containRRS: ie. c = ?*[. n e  d c  LHS 
aample set if 3% ofthe examples conrain LHS U RHS: 
ie. 6 = where 101 is the number of examplcs. 

00 

RHS, no attribute can appear on both sides OF 

Rljls has support s in aeno 

3. Anirity=FlighrOpermions AND 
T a ~ e t = l n f a r m a t i ~ n ~ ~ ~ p ~ e n r  =+ 
~ p ~ ~ P l o c c d ~  @0-96 

Tu~et~I~fonnationDrwlopnren @ I  

@O. 95 

4. ActivipFligkrOpmtions AND f)rpb=Pracedures =+ 
5. TarBe~=InfonnalinnDevrlopnrent 62 3 TypeCPmcehef 

Nore rbw these wore at of high wn&icnce (> 90%). Moa of 
these associations arc nor informative; e.g. association 1 and 
association 5 jus t  mod thsr part of &he h i e d y  shom in 
Figure 1 appears in the data Howmet, in terms of the thane 
ofthis paper, associations 3 is very inlercsting. Association 3 
reporrs a major clustering ofdcfects mound@& opmmbm, 
fnfimution development, omddpmcedn~s. The m e  patlern 

method can reproduce at lmt some of known mulS of a 
manual process. 
What is also interesting about thesc associarions ie what is 
Nor appearing. Rocall fmm Figure 1 that there avsflighr o p  
 ON a m i t y  has five trigyps: d d ~  accnv/ddiwy, had- 
wam failum nomal adid9 movery and specialprocedrue- 
Only one of these trigger6 appars in &E ssm&ations; Le. 
data acceddeliwry. Thig is surprising Since a prrW(pcrimcnta1 
intuition was that triggers such as hadwara failure and re- 
covery would be a major some for defects. This cmter- 
intuirive result is exactly the kind of result we seek fiom 
d&ct analysis since it tells US what intuitions to wise and 
wherc to best focus firture effon. 
Artother missing feamre of the above associations is that thesc 
farm only one ofthc h duyres identified bytheLM kazn 
Clearly, a manual analysis by expens w i e  ua area e m  re- 
veal more than an automatic analysis by B machinc lamer 
that can only acce55 the symbols~ within a data set However, 
in cases wherc the data sct is tw complex for manual analy- 
fiis, or iu ci- when the experts are not available, ir 
is useful to ]qlDPr rhat Et least somerhing can be a c h i e d  via 
aurou~atic methods. 

was B m€ljorfuldiug of thc LM team. w is, this rrrrtomaoic 

~~~00ciat im rblk lthmets KUI~S +III hi@ COIIMCIICC 3.2 f ipbmenfi  with %armgnt h m @ p s  

(e-g- c > 90%). Thc search for sbsociarionrr is often mlled 
via first r c j e g  associatiom with low s4ppart. 
For example, in& fO1-g a b b  S e t  wih lb it an^: 
1. Bread, milk 
2 .  Beer, diaper, bread, aggs 
3 .  B e e r ,  coke, diaper, milk, 
a .  Beer, bread, diaper, m i l k ,  
5 .  Coke, bread, diaper, milk 

an association d e  l c l ~ e r  could a d  associarion 

Diaper A N D  Beer MilkQ66 

The TAR2 huhrennr learning assumes that each class has a 

n m r i c  M ~ C  repmenting its worth ta a user- For this sbdy, 
wc went back to the ODC logs and fapnd that each dcfcct vas 
scored according to a criticnlity scale uA..E", vheR " A  w e  
hiEhest priority. A mamenr is a Congtraint that selects far a 
more inreresting ratio of classes; c.g. one with a larger pro- 

PO p d o n  of criticality "A" mom* reportss- For ample,  it is 
possiile IO ask TAR2 "what is rhe constraint that most sc- 

teas for Qe highdowest criticality erro1~7". By 'cmost" we 
mean that when TARZ teminatcs, it has a d e d  all oom- 
binations of pbssible c o " i  to &id the mast infiuential 

= 0.66. When applied tom ones. Tbco~tically, tbis search takes exponential time and is 
intractable. In practice, the algorithm works successfully (a 
curious phcnommon rxplorsd elstorbere [SI). 
TAR2's rosults are bcst wewed 89 a comparison berwcm B 

baseline distriiu~on and the distribution of C l d ~ s e ~  seen e 

i.e. The rule has P confidence of 
the QPC data used by thc LM team, the following associa- 
tiom were discovcnd. 
I .  Trlggrr=DaUccarul)elivep =+ 

Activity-FZightoperations @ I  
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baseline m-g$er= ‘V Z?D in thc ca8e of an LM-style ODC analysiu, more explmuons 
for the dusters in rhc data than any maehinc learner. 
Howmcr, for data SCIS with large dimensionaliv, argumears 
for the qmiotiry of manual clustering analysis by human 
experts are spurious. Manual clustmhg merhods using simplo 

m spnxdsbeet methods work whm d d i q  with fivc sttrhms. 
These methods may not scale to the data sets we mpect to SM: 

in the near future. Automatic machine Iceming, on the other 
hand, does scale tu very largc data sets and data rets with 
large dimensionality 

SO 

29 34 3 9 26- Thcn ace two other case where machine might bc 
prcftrnd to &e mostly-manual analysis of the LM &am: - The audit check of TAW &scribed abovc (where a “catch- 

CmdSeqTit Noon&nknorm 

60 

30 

2060 3 9 9 ’ 6813 0 0 0 

of Figure 3 sharvs tbe ratio of criucabty “A* t h u & h  critical- 
ity 75’’ anomalies m the ODC data scf 
TAR2 found that the constraint that most selects for criucal- 
ity “A” anomalies was trigger- command sequence far .  Notem 

w tbat thc imposition of this constmint shifts the ratio of criti- 
d h y  classcs to the I&-hand-side of the middle histagram 
of Figure 3; i.e. it selests for moe high criticality anomalies. 
Command sequence tests ssleding for high criticality anoma- 
lies i s  hardly surprising. These tests arc a activity that arc de-, 

a ~ l  si& to guide cbanges to the sollwam prior to operations. 
TAR2 also found that the consmint that most sclecpi for Crit- 
iuiity UE“ anomalies wss -ts= nonetmbown. Note hat 
tbc imposition of this consmint &ifla *he d o  of critical- 
ity classcb to the right-band-side of thc right histogram of 

2.5 Figurc 3; i.e. it ~elccts for fnver high criticality anomalies.- 
Nonhnhown was a categcuy for ammalies what no fiw 
was made (e.g., the reportcd behavior was in f e  accept- 
able, or the anomalous scenario could not recur bumg the 
rest of the  ion) or where the fix WLS not described ( h d -  
qum documentation). At h ’ t  ghnce, there is no business 
inwrprctation tbr this mahat Hove- cansider thc case* 
whtre treatrncn~ I m i n g  was applied to incrementally ap- 
plied to anomaly data during rhc life time of that project If 
&is sgnb appearing as a significant trcarmcnr; then 

XIS thai would suggest that the data collcction instrument should 
be improved. That is- thc prominence of this category couldala 
smwe as n flag wmningthc QA team h r ,  e.&. corrative ac- 
tions were not b c a  fully described 
4 Discussion 

260 We have argncd for the necd ta better automate the clusteringm6 
part df an ODC analysis, Are a~sodation mlc leming and 
treatment laming good candidates for this amomation sup- 
port? Based on the above cxpdment wz offer sewd con- 
clusions. 

z s i  A m a d  anatysis by e x p m  is prefenble to atoms& ma-= 
chine learning. Automatic machine learners can only LIGOO~SS 

the symbols in a training sd. Human expats skUIed in the do- 
main being studied can SOct86 more background knowledge 
about a domain. Hence. they can genera& better theories and, 

all” activity appeared in a tnatment) wuld be applicd 
incrementally whenclrcr anomaly dam sels arc updated 
Such andit checks would cnsurc thc quality of the dam, as 
it is collected. Nota that automatic analysis is fa%- than 
an automaric method; i.0. incrementally applying machine 
Icamers to chcek €or data quslhy would be a cheap activ- 
ity. 

- In the case wherc the experk are unavailable, machinc 
learning mcrhods can reproduce at lcast some of the and- 

chins learning could scalc to more s k s  a m s s  thcNASA 
Y S ~ S  of h m  CXP&S. H ~ I x ,  ODC C O U P I ~  with ma- 

enterprise. 
AvaihbMty of Software 

The TAR2 htament lamer is available from ht tp ; / / v w  . 
ece.ubc.ca/tv~kilbin/view/Softe~ 
/TreatmentLeamer. The A m O M  association rub leamer 
is ardlable w i k  tbe WEKA tooudt [7l fi” h t tp  : / /  
~-~~.waikata-ac.np/’ml/veka/.WEKAisa~~A 
taol and n m s  on most platfoms. TAR2 is campiIed for Wh- 
d w s  but is shplc to compilc for UNfX Boa WEKA and 
TAR2 ~t freely available open source tools. 
Aclmowlcdgemeats 

This feeearch waspairidly s~pp0MbyNASA cmtractNCC2- 
0979 and was conducted at West Virginia Udversity and ar 
k Jet Propulsion Labomtory, California Institate of Tc&- 
nology, nuder a conhct with thc National Aexona~tics and 
Space A c l ” t i o n .  The work was sponsored by tbe NASA 
Ofice of Safety and Mission Assurance under thc Software 
Amurance Rwcaich Program led by thc NASA IV&V Fad- 
ity, This activity is managcd locally at JPL through thc As- 
gurancf and TKhnology P r o m  Office. R d b ~ ~ n c e  berein to 
aay specific commercial produd, p m c q  or sewice by lmde 
name, badmark, manufacturer, or othuwise, docs not con- 
stihlre or imply its endorscm~nt by the United Stawr Govezo- 
ment or the Yet Propulsion Laboratory, California Institub of 
Technology. 
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27th hd IEEENASA Software kgheenng w o r ~ h o p  

Back t9 SEL Home Pagg - 
27th Annual IEEE/TeASA Softrate Engineering Workshop 

December 4-6, 2002 
Greenbelt Marriott Hotel, Greenbelt, MD, USA 
Sponsored by NASA Goddard Space Flight Center, Software Engineering Laboratory; 

IEEE Computer Society, Technical Council on Software Engineering 

~ e k a r o ~ d  :. 
The 27th Annual IEEE/NASA Software Engineering Workshop will be held at the 
Greenbelt Marriott H o t e l ,  Greenbelt, Maryland, in Metropolitan Washington DC, 
December 5-6, 2002, following a day of tutorials on December 4. The workshop will 
be co-located wlth IEEE ICECCs  2002, the 8th IEEE International Conference on 
Engineering of Complex Computer: Systems (2-3 December). ICECCS attendees may attend 
the tutorials on December 4 ,  but ICECCS has a separate gaper submission policy, and 
ICECCS papers w i l l  be reviewed by a separate Program Committee. A discount Will be 
offered to persons attending both events. 

Scoue ; 
The workshop aims to bring together NASA technical staff, contractozs, academics 
and industrial practitioners interested in the advancement of softuare eng inee r i rq  
principles and techniques. The workshop provides a forum for reporting on past 
experiences far describing new and emerging results and techniques, and f o r  
exchanging ideas on best practice and future directions. Of particular importance 
is relevance to NASA+IBk-s mission and goals, and how.techniques m i g h t  be applied, 
or adapted for use, at NASA, or how NASA+IBk-s techniques might be used or adapted 
for more generic use. 

wics of .intere+st include, but are .not 1-0: 
- Metrics and experience reports 
- Software quality asaurance - Formal methods and formal approaches to software development - Sof tware  engineering processes and process improvement 
- CMM and CMMI - Requirements engineering - Software Architectures - Real-time So€tware Engineering 
- Software maintenance, reuse, and legacy systems - Agent-based softuare systems 

++* PLEASE NOTE NEW DETAILS *** 
Extended abstracts (4 to 6 pages) should be submitted electranically (plain-text, 
.doc, -pdf or .ps formats only, please) to: ~ow27@listse~.~~~,aasa,crov by +* 9 
August 2042 **. 

If you already have a full paper r r i t tsn ,  you may subloit that instead of an 
abstract. 
If you do not receive an aeknouledgmment for your submission w i t h i n  3 working days 
(or have psoviously submitted and not received an acknowledgement) i t  may have been 
the v i c t i m  of our f i r e w a l l .  

P l e a s e  resend your subnrission tu: mkXe.kinebeveuaa.net and i t  rill be acluror1e-d 
asap. 
Shank you. 

http;//sel.gs~.nasagov/website/27ieee.htm 7/23/02 

http://mkXe.kinebeveuaa.net
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27th Annual EEE/NASA Sofhwre Engineering Workshop rage OIL 

Abstracts w i l l  bs reviewed by the Program Conmithe, and full vetaions a€ selected 
papers w i l l  be due one week after the workshop (13 December) t o  be included i n  the 
workshop proceedinge that will be published by IEEE Computer Soaiety Preaa. At 
leaclt one author per paper will be required to regi~ter and present at the 
rorkshop - 
Aay anquiriee should a160 be directed by emil to: s o r 2 7 @ l ~ s t s e ~ . g s f c . ~ a . u a v  

Conference Orqaaieersi 
cunfe- Cbair: Mike Hizacbcry 
Program Committee Chair: Margaret Caulfield 
Finaxace Cbair: p p n  
~ g i a t r r t i o n .  Chair 1 Joha Cook 
T u t o r i a l s  Chair: Mike Stark 

See the m ! A  Website Prbacv Statem ent and the 
RASA Idomation -pv 0 !$ecuritv warning. 

http ://sel.gsfc .nasagov/website/27ieee.htm 7/23/02 




